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INSTRUCTION MANUAL

Read this Instruction Manual before using the product.
Read the safety notes carefully.
Keep this Instruction Manual in a safe place and be careful not to lose it.
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PREFACE

This instruction manual describes how to generate the certificate required for security
communication as well as to install and use the certificate installation tool for the
remote I/0O RT series OPC UA compatible device unit. Please read this Instruction
Manual thoroughly and use the product properly.

Keep this Instruction Manual in a safe place and be careful not to lose it.

Product specifications and appearances presented in this Instruction Manual are
subject to change without notice.

CKD does not offer any warranties whatsoever regarding information provided in
relation to this software. This includes any warranties regarding descriptions,
accuracy, safety, marketability, and fitness for particular uses or purposes.

CKD Corporation shall not be responsible for any damage arising from the software.
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SAFETY INFORMATION

In order to use our products safely, it is important to select, use, handle, and maintain
the products properly.

Observe the warnings and precautions described in this Instruction Manual to ensure
device safety.

Handling not described in this Instruction Manual may lead to an accident. Thoroughly
read and understand this Instruction Manual before using the product.

To explicitly indicate the severity and likelihood of a potential harm or damage,
precautions are classified into three categories: "DANGER", "WARNING", and
"CAUTION".

Indicates an imminent hazard. Improper handling will
cause death or serious injury to people.

Indicates a potential hazard. Improper handling may
cause death or serious injury to people.

Indicates a potential hazard. Improper handling may

A CAUTION | cause injury to people or damage to property.

Some statements classified as "CAUTION" may still lead to serious results depending
on the situation.
All statements that follow these labels are important and must be observed.
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<Types of warning symbols>

A general symbol indicating a
prohibited (not permitted)
action.

A symbol prohibiting touching
objects or equipment.

A symbol prohibiting putting
fingers into openings.

A general symbol warning of
dangers such as electric shock
and burns.

A symbol warning of dangers
that occur when starting an
automatic equipment.

A general symbol indicating that
a specific course of action must
be taken.

QP ®O

A symbol instructing to read an
instruction manual carefully.

e P> ®

A symbol indicating that the
earth terminal must be
connected to the ground.

Other general precautions, tips on using the product, or technical information and
terminology are indicated by the following icon.

, [ ]

Contains useful information such as general precautions, supplementary
information, and reference information.
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1. TOOL OVERVIEW

This software is a tool to manage the certificates required for the communication of the
remote I/0O RT series OPC UA compatible device unit. Each chapter explains the
following two tools:

* Certificate Generate Tool
A tool to generate a certificate, private key and Certificate Signing
Request(CSR) for OPC UA communication.

* Certificate Write Tool
A tool to install and upload the certificate and private key to and from the OPC UA
compatible device unit.

ACAUTION

Before using the device unit, thoroughly read and understand the

instruction manual for the industrial network communication system

used.

* Unexpected operation of this product may result in injury or damage to
equipment.

O

Do not connect or disconnect the USB communication cable or turn
the unit's power on or off while transmitting to or receiving from the
unit.

* The device unit may malfunction.

Do not start and use this tool on one computer at the same time.
* This may cause communication failure and may lead to unexpected
operation of the unit or valve.

If a communication error occurs, check the connection status of the

USB communication cable (whether or not it is disconnected, etc.).

Close other communication software when using this software.

* This cannot be used simultaneously with other communication software
that uses the USB communication interface.

Use a USB communication cable to communicate with the unit.
* To connect to a USB communication cable, refer to the Instruction
Manual for the corresponding device.

O & & @O
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1.1. Operating Environment

The following environment is required to operate this software.

0s

, Windows®11, Windows®10
(Operating system)

Display 640 x 480 or higher (1280 x 800 pixels or higher recommended)

RIEE L] TEiEn; 4 GB or more recommended

size
Hard disk 500MB of free space or more
Interface Using a Micro-B cable with the remote I/O system is required.

® \Windows is a registered trademark of Microsoft Corporation in the United
, States, Japan and other countries.
® Other company and product names mentioned herein are trademarks or
registered trademarks of their respective companies.
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1.2. License Agreement

CKD Corporation retains all rights to this software (including programs, data, text,
photographs, manuals, etc.). Customers may use this software by agreeing to each of
the following articles.

* Customers shall not reproduce or modify the contents of this software, nor transfer,

sell, lend, or distribute the software to any third party.

* Customers shall not reverse-engineer, decompile, or disassemble this software.

* Customers shall not reproduce the manual or any other printed materials.

* CKD Corporation may terminate this License Agreement if the customer breaches
this Agreement. In such case, the customer shall not be able to use the software at
all.

* CKD Corporation provides no warranty of any kind regarding the information
provided in this software, including any warranty of content, accuracy, safety,
merchantability, or fitness for a particular use or purpose.

* CKD Corporation shall not be responsible for any damage arising from this software.

* The contents of this software are subject to change without notice.

2025-02-26 SM-B04196-A



2. Certificate Generate Tool

2.1. Structure

The Certificate Generate Tool can be used on any PC on which this software is
installed.

2.2. Screen Description

B Main window

% Certificate Generate Tool X
@ @
Certificates
File Marme Cammon Mame  Walid Date From %Walid Date To
Information
hame YWalue
I Delete I I Generate Citation I fShuw Certificate Filel
No. INETg ] Description Reference
) [NEW] button Generate a new. -
@ [HELP] button Displays the instruction manual. -
« . v s Displays the generated certificate, private key, and
©)] Certificates” display CSR.
“« s g Displays the information of generated certificate,
@ Information” display private key, and CSR.
[Delete] button Deletes the selected files. -

[Generate Citation] Generates the certificate by citing the saved
button certificate information.

) [Show Certificate File]

button Displays the folders various files are saved. -

9
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B Sub window

Certificate Generate Tool X
(*)File Name Country Name(C)
(*)valid Days State or Province(ST)
Key Size Locality(L)
) g | ®
Key Algorithm Organization Name(0)
@ | ©
(*)IP Address Organizational Unit{OU)
(*)serial Number (*)Common Name

E-mail Address

(*)Require field

® ® ©®

Description Necessity
@ File Name Enter the file name (up to 64 English letters). Required
. Enter the number of days the certificate is valid. (1 .
@ Valid Days 0 7300 days) Required
©) Key Size Selects the key size. (1024/2048/4096) Required
. Displays the key algorithm (RSA: cannot be .
@ Key Algorithm changed). Required
® IP Address Ent(_ar the _IP address of the OPC UA compatible Required
device unit.
Enter the IP address of the OPC UA compatible
® Serial Number device unit. Required
(8 hexadecimal digits)
Enter the country name in two uppercase English .
@ STy NEmE(E) letters. (Example: JP (Japan) Arbitrary
. Enter the state or province name (up to 128 .
State or Province(ST) English letters). Avrbitrary
©)] Locality(L) Enter the area name (up to 128 English letters). Arbitrary
® Organization Name(O) IEnter the organization name (up to 64 English Arbitrary
etters).
@ Organizational Unit(OU) | Enter the affiliation name (up to 64 English letters). Arbitrary
Enter the common name for identification (up to 64 .
@ Common Name English letters). Required
(B) E-mail Address Enter the email address (up to 128 English letters). | Arbitrary

10
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2.3. Usage
2.3.1. Obtaining the installer

Obtain the installer for the Certificate Generate Tool from the CKD website.
RT product page: https://www.ckd.co.jp/kiki/en/product/detail/1064

<Procedure to obtain>

I Click the above URL or select from the CKD

website to display the product detail page.
Select in this order: CKD website — COMPONENTS TOP — Controllers
(Category) — Remote I/O (Product Category). Also searchable with the "RT."

2. Click "Software" on the" Remote I/O" page.

CKD = [ o o

COMPONENTS TOP /DOWNLOAD CCORPORATE INFORMATION SUPPORT

Search Conditions

Remote VO
Model
Remote /O
CXITIDD RT
Product Category
EW
[New] Digital inputioutput push-in terminal block 32 points added
Products O [New] Web API device unit added (Japan only)

Waterproof remote VO compatible with digital VO, analog /O and 10-
Link master. Up to 18 units can be added for use. Diagnosis
information (overcurrent, short-circuit, error, etc.) can be acquired
contributing to the loT of equipment. ~ Supported communications:
EtherNet1P, EtherCAT, PROFINET, I0-Link (as a network between the
10-Link master unit and the subordinate 10-Link devices) Maximum

| / . l >
- Seleetlon&: Z
| © Guide )

11
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3. Click the installer [Certificate Generate Tool.zip] on
the "Software" select screen to download.

Software

> RT Senes EDS file (EtherNetiP) zip

> RT Serles ESI fle(EMerCAT) zip

2 _RT Series GSDML file(PROFINET) zi

> Certificate Generate Tool zip

> Certificate Write Tool.zip

> RTXTools zip

> for 1ISDU lemens TIA Portal (S7-1200)) 2ip

CLOSE

4. Download complete

Extract the zip file and a "Certificate Generate Tool" folder containing
"Setup_en.msi" will be created on the desktop.

| = | RTXTools jp - m} x
m—h B T P
] {, IUEY ] Tl #HLWPATA ~ N EEC- EIATER
E= b Eg) ] | ExF
74 fatx j'J agu v a0ass es;?- I ﬁ rz_:g iy DTN ;f A= G5 ERME
v 7 F- BEWE o . ryen | BT JE-R ke &5 1 vl . .
EuEnTs [7] ¥3-rhy DS == Tl eEE HEROUYER
YyTFik-K =B Fi B ER
« v o » PC» D-ANFART(C) » 1-- » © FAZryT » RTXTools_jp v B 2 RTXTeols jpM#E
&5 - EEEE & $4%
& 0497 7oA
5 Setup_enmsi 2024/03/21 15:58 Windows 4 YAb-... 5,671KB
@ Onelrive
= pc
RS

X This image is from the Japanese version of the Windows OS.
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2.3.2. Installation Procedure

1.

# Certificate Generate Tool — X
Welcome to the Certificate Generate Tool Setup A
Wizard ey

The installer will guide pou through the steps required ta install Certificate Generate Tool on paur
computer.

‘WARNING: This computer program is pratected by copyright law and intemational treaties.
Unauthorized duplication or distribution of thiz program. or any portion of it, may rezult in severe civil
or criminal penalties, and will be prosecuted ko the maximum extent possible under the law,

< Back Cancel

Double-click "Setup_en.msi" to start the "Setup
Wizard".

If a message that warns of installing a program from an unknown publisher is
displayed at the start of the installation, select [Yes] to continue the installation.

Click [Next] in the "Setup Wizard" dialog box.

3 Read the "License Agreement" dialog box and

check the "Agree," then click [Next].

5 Certificate Generate Tool - *

License Agreement A
1 ]

Please take a moment to read the licenze agreement now. If you accept the terms below, click |
Agies”, then "Next". Otherwize click "Cancel”.

dpplication Software Certificate Generate Tool License
hgresment

Where application software for Remote [0 BT Series called as
“Certificate Generate Tool”™ iz supplied to User (as defined
in #rticle 1.1), this Azreement shall govern the use of the
dpplication (as defined below). Before installing, please read
carefully the termg and conditionz of thiz Application

Caftwara Tinonea lovasmant (havainaftar vofarrad +a a2 thiz

(O 1 Do Mot Agree @1 Agree

Mext > Cancel

£
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2025-02-26 SM-B04196-A



4 Check the destination folder and click [Next].

The folder name is displayed by default. To save the file in a different folder,
select it with "Browse."

# Certificate Generate Tool - X

Select Installation Folder LA

The installer will install Certificate Generate Toal to the fallawing falder.

Toinstall in this folder, click "Next". To inztall to a different folder, enter it below or click "Brovese'".

Folder:
C¥Program Files (c36%CKD¥Certificate Generate Tool¥ Erowse...

Disk Cost...

Ihstall Gertificate Generate Toaol for yourself, ar for anyone who uses this computer:

() Everyone
(® Just me

< Back Cancel

5. Follow the "Confirm Installation" dialog box and

click [Next]

# Certificate Generate Tool - x

Confirm Installation LA

The installer is ready to install Certificate Generate Tool on vour computer.

Click "Mext" to start the installation.

< Back Cancel

6. Follow the ”Installation Complete” dialog box and
click [Close] to close the dialog box

# Certificate Generate Tool - X

Installation Complete LA

Cettificate Generate Taol has been successfully installed

Click. "Close" to exit.

< Back Cancel

14
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2.3.3. Generating a certificate

I Launch [Certificate Generate Tool]
Select [Certificate Generate Tool] from the [CKD] folder in the Windows Start

| CKD

=4

2. Click [NEW] when the Certificate Generate Tool
starts up and a window appears.

Certificate Generate Tool *
MEW HELP
Certificates
File Mame Common Name Yalid Date From Walid Date To
Information
Mame Walue
Delate Generate Gitation Show Certificate File

15
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d. Enter each item and click [OK].

Certificate Generate Tool *

(*)File Name Country Mame(C)
| Example_certificate | | |

(*)valid Days State or Province(sT)

= || |
Key Size Locality(L)

2048 vl | |
Key Algarithm Organization Name(0)

RSA | |
(*)IP Address Organizational Uint{OU)

| 192 . 188 . 1 . 1 | | |
{*)3erial Number (*)Common Name

| 00000001 | | Remotelo)| |

E-mail Address

Cancel

(*)Require field

® Fields marked with (*) are required.
, 2.2Screen DescriptionEnter the required information according to the
instructions in the "Sub window".

B Checking the [Serial Number]

The serial number of the OPC UA device unit must be entered in the [Serial Number]
field. The serial number can be checked using RTXTools, the RT series setting
software. Follow these steps for checking.

® RTXTools, the RT Series Setting Software and instruction manual can be
, downloaded from the following URL.
RT product page: https://www.ckd.co.jp/kiki/en/product/detail/1064

1 Start RTXTools and click the [Connect] button.

|| Software Configure

COM Port ~

USB JFIL FI4Z (COM14) RT Device unit OPC UA ~

English ~

Software Version 2.0.1

16
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https://www.ckd.co.jp/kiki/en/product/detail/1064

2 Double-click the OPC UA device unit.

[] CKD RTXToals MainWindow

Error

Zoom

No error

RTXTools in COMM @

in Zoom out

"
= 0E

[0 F R

WEB

Unit configuration 1O Monitor  I/O Memory

Error  Exp/Imp Setting

Minimum current consumption 230 mA

unit No.

Model number

Unit features

Connector

Process data size(byte)
Minimum current consumption

Main

Settings |

J. Check the nu

mber

A sub window will appear and the serial number can be checked.

=&

Comn @ro
imm o

[&] cKD RTXTools SubWindow

NO.00 Device unit OPC UA

Unit current status  Unit SETS

Version 0100-0100-0000

- 0 X

View Main window

o oo Unit No.
— 1 =——

> Model number
@ Unit features
=

Connector
@ Process data size(byte)

Minimum current consumption 100 mA

0
RT-XTEUNOON
Device unit OPC UA

IN: 0,0UT: O

Latch reset

Itemn

Value

Serial number

00000001 |

[SaIF  OV I N

MAC address

Dip SW (0)
Rotary dip SW (x16)
Rotary dip SW (x1)

3C-83-1E-10-00-10
40
02
07
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2.3.4. Generating files

The following file is generated when a certificate is generated.
Name extension Description

A file that verifies the server's identity and establishes secure
Certificate .crt communication. It is signed by a trusted Certificate Authority (CA)
and used by browsers or clients to authenticate the server.
A crucial key used for encryption and decryption, paired with a
Private Key key certificate. It enables secure communication and must be kept
secret, as its exposure compromises security.
CSR Arequest file submitted to a Certificate Authority (CA) to obtain a
- Tref rtificate. It includes the public key and organizational information
f . certt \ : . n
(Certificate Signing est and is created using a private key. It is used when certifying by CA
Request) is needed.

18
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2.3.5. Displaying the certificate

I Select the certificate to view and click [Show
Certificate File].

Certificate Generate Tool *
M E HELF
Certificates
File Mame Commaon Mame Walid Date From “alid Date Ta
Example_certificat... | Remoteld 2025-02-20 15:51:43 2026-02-20 15:51:48
Example_certificat...
Example_certificat..
Information
MName Walue
Signature Algorithm  SHABERSA
flternative Mame(U..  wrmn:0000000 1w ckd cojp
Bilternative Mame(IP.. 19216511
Common Mame Remotell
Key Size 2048
Walid Date From 2026-02-20 15:61:48
Walid Date To 2026-02-20 15:51:48
Delete Generate Gitation I Show Certificate File I

2 Check the view

The generated certificate is displayed.

Al EFHE £ A

| Example_certificate.crt 2025/02/20 15:51 21U rEFAS 1KB
|J Example_certificate.csr 2025/02/20 15:51 CSR 774 )l 1 KB
|J Example_certificate.key 2025/02/20 15:5 KEY 7 )l 2KB

19
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3. Certificate Write Tool
3.1. Structure

Connect the PC the Certificate Write Tool is installed to the remote 1/0 system with a
cable.

Remote I/O system

g
it
(€]
(€]
2
)
&)
H £
)
0

£

o)
q
:
I H

(€]
§ :
oo ol
@ii@ ol
1331
0116
ololo
oloto

i e

gl
¢
:

5
[

0

USB Communication

PC the Certificate Write Tool installed

20
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3.2. Screen Description

B Main window

[=7] Certificate Write Tool X

@ICDI‘\M IVI Connect I@
@O G

Server Informatian

@ Certificate
Key

Client Information
Certificate 1
Certificate 2
Certificate 3
Certificate 4
Certificate &
Certificate
Certificate 7
Certificate 8
Certificate 8
Certificate 10
Certificate 11
Certificate 12
Certificate 13

OI®

Description Reference
. Select the COM port for communication with the OPC
@ (el ecizEllin UA compatible device unit from the drop-down list. i
Starts communication with an OPC UA compatible
@ [Connect] button device unit. When connected, this button changes to -
[Disconnect], the disconnect button.
©) [HELP] button Displays the instruction manual. -
Upload the certificate and private key selected in the
@ IRzl v server or client Information window. i
® [Write] button _Install_s the certificate ar_1d private ke_y to the selected i
index in the server or client Information pane.
Deletes the certificate and private key of the index
© [IREmeEE) (Do selected in the server or client Information window.
@ Server Information Displays a list of server certificates (Certificate) and i
list private keys (Key) written to OPC UA device unit.
Displays a list of client certificates (Certificate) written
Client Information list | to OPC UA device unit. A maximum of 13 client
certificates can be registered.

21
2025-02-26 SM-B04196-A



3.3. Usage

3.3.1. Obtaining the installer

Obtain the installer for the Certificate Website Tool from the CKD website.
RT product page: https://www.ckd.co.jp/kiki/en/product/detail/1064

<Procedure to obtain>

I Click the above URL or select from the CKD

website to display the product detail page.
Select in this order: CKD website - COMPONENTS TOP — Controllers
(Category) — Remote I/O (Product Category). Also searchable with the "RT."

2. C|ICk "Software on the " Remote I/O" page.

CKD =~

COMPONENTS TOP PRODUCTS IN

Q Product Det ails

Search Conditions

Model No

DDOCUMENTS / DOWNLOAD

IFORMATION

Remote /O
CXITIDD RT

Langusge Japanese Engish Chinese

CCORPORATE INFORMATION SUPPORT

[New] Digital inpul/outpul push-in terminal block 32 points added

[New] Web API device unit added (Japan only)

Waterproof remote /O c mpnﬂ with digital /0, analog /O and 10-
Link master. Upl 0 18 units can be added for use. Diagnosis
inform: current, short-circult, error, etc.) can be acquired

ver
ontributing to the loT of equ pml Supported communications:
EtherNeIP, EtherCAT, PROFINET, I0-Link (as a network between the
10-Link master unit and the subordinate IO-Link devic
number of connected units: 18

es) Maximum

Industry : Clamp  Conveyance Jig related

i< ;Selection!{ > Environmental durability Assembly Inspection
@, Guide - . :
L, ‘ 6 Search Part Nos. Add ourites
RecontyViewed  Decuments! Douniosd 8o
nnnnnnnn g fety Precautions User's Manual
= 4 Controlier
ll il Software & 30caD
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3. Click the installer [Certificate Write Tool.zip] on the
"Software" select screen to download.

> RT Serles EDS file (EtherNetIP).zip

> RT Series ES! file(EtherCAT). zip
> RT Series GSDML file(PROFINET) zip
» Certificate Generate Tool zip
> RTXTools zip

> Function Block for ISDU Communication(For Siemens TIA Portal (S7-1200)).zip

CLOSE

4. Download complete

Extract the zip file and a "Certificate Write Tool" folder containing "Setup_jp.ms"

will be created on the desktop.

| = | RTXTools_jp
1) T—f x5 =T
B § EIYEY = T #HLWTAFA -
g 3 = L
* J EI ws J(ADIE- ¢ | x _B 11 va-knub-
2499 oA - BEUHD o Shmesnae | FEE JE-% AR &@O FLL
EYEDTD [ ¥a-thyboRUHY T ozs oS-
AU TH-F Z2iE i)
&« v A4 s PC» O-ANFAAZ(C) » 1-T— » < FATMT » RTXTools jp
28 - EEE
s 9199 FIER
8 setup_jpamsi 2024/03/21 15:58
@ OneDrive
=l
& Fyho-o

JosFe <
T eRE

BC

=

Windows 4 YAk,

HenTER
1 ERER
HERoaYEi
=R
)
$47

5671 KB

£ RTXTools jpMERE

X This image is from the Japanese version of the Windows OS.
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3.3.2. Installation Procedure

1.

# Certificate Write Tool - >
wWelcome to the Certificate Write Tool Setup LA
Wizard e

The installer will guide vou thiough the steps required ta install Certificate /fite Toal on your
computer

‘wWARMING: This computer program is pratected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of i, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law

< Back Cancel

Double-click "Setup_jp.msi" to start the "Setup
Wizard".

If a message that warns of installing a program from an unknown publisher is
displayed at the start of the installation, select [Yes] to continue the installation.

Click [Next] in the "Setup Wizard" dialog box.

3 Read the "License Agreement" dialog box and

check the "Agree," then click [Next].

# Certificate Write Tool - X

License Agreement LA

Flease take a mament to read the license agreement now. If you accept the termns below, click "
Agree”, then "Nest” Otherwise click "Cancel”.

dpplication Software Certificate Write Tool Licensze Agzreement

Where application software for Remote /0 BT Beries called as
“Certificate Generate Tool”™ iz supplied to User (as defined
in #rticle 1.1), this Agreement shall govern the use of the
dpplicatiom (az defined helow). Befaore installing, pleaze read
carefully the +terms and conditionz of thie Application
Software License hgreement (hereinafter referred to as this

“lloraamant ™l

(O 1 Do Mot Agree (@] Agree

Next > Cancel

24
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4 Check the destination folder and click [Next].

The folder name is displayed by default. To save the file in a different folder,
select it with "Browse."

# Certificate Write Tool - X

Select Installation Folder LA

The installer will install Certificate 'Wiite Toal ta the fallowing folder.

Toinstall in this folder, click "Next". To inztall to a different folder, enter it below or click "Brovese'".

Folder:
C#Program Files (x36CKD¥Certificate Wiite Toal¥ Erowse...

Disk Cost...

Ihstall Gertificate Write Tool far vourself, or for anyone who uses this computer:

() Everyone
(® Just me

< Back Cancel

5. Follow the "Confirm Installation" dialog box and
click [Next]

# Certificate Write Tool - X

Confirm Installation LA

The installer is ready to install Certificate \Write Taool on pour computer.

Click "Mext" to start the installation.

< Back Cancel
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6. Follow the ”’Installation Complete” dialog box and
click [Close] to close the dialog box

# Certificate Write Tool - X

Installation Complete A

Certificate ‘write Taal hag been successfully installed.

Click "Close" to exit.

3.3.3. Installing the certificate

Follow the steps below to install the certificate. Installing the certificate (up to step 6
below) is requested to connect from an OPC UA client to an OPC UA compatible
device unit.

Also, perform steps 8 and onwards to communicate with the client encrypted.

I Start [Certificate Write Tool]

Select [Certificate Write Tool] from the [CKD] folder in the Windows Start menu.

CKD

i
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2, After starting the Certificate Write Tool and a
window appeared, select the COM port of the unit to
install to and click [Connect].

Certificate 2
Certificate 3
Certificate 4
Certificate &
Certificate 6
Certificate 7
Certificate 8
Certificate 9
Gertificate 10
Certificate 11
Certificate 12
Certificate 13

Certificate Write Tool *
Read Wirite Remave
Server Information
Certiticate
Key
Glient Information
Certificate 1

® \When the remote /O is connected to a PC with a USB cable, the COM port is
automatically detected.

d, Select [Certificate] under [Server] and click [Write].

Certificate Write Tool

GO 14 w

Disconnect

S D

*

Femave

Information

Client

Certificate 1
Certificate 2
Certificate 3
Certificate 4
Certificate &
Certificate 6
Certificate 7
Certificate 8
Certificate 9
Certificate 10
Certificate 11
Certificate 12
Certificate 13

Information

4 Select the certificate file to be installed.

& H]

5] RemotelO.crt

ExHE B8

tHFIAUTRERAS 1 KB
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d. Certificate installation completed.

Certificate Write Tool x
Read Wite Femave
Server Information
Certificate SHAZBERSA , RT, 2026-02-20 15:41:39
Key
Glient Information
Certificate 1

Certificate 2
Certificate 3
Certificate 4
Certificate §
Gertificate 6
Certificate 7
Certificate §
Certificate 9
Certiticate 10
Certificate 11
Certificate 12
Certiticate 13

® After installing or uploading the server or client certificate or private key, be
sure to turn the power of the OPC UA slave station back on to reflect the

settings.

8. Select [Key] and click [Write]

Certificate 2
Gertificate 3
Gertificate 4
Certificate &
Gertificate 6
Gertificate 7
Certificate §
Gertificate 9
Certificate 10
Gertificate 11
Gertificate 12
Certificate 13

&4 Certificate Write Tool *
oot [ Fanare
Server Information
Certificate SHA2GERSA BT |2026-02-20 15:41:39
Kew I
Glient Information
Gertificate 1

Z Select the private key file to be installed.

EH

|:] RemotelCkey

s

b

KEY 774 )l
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& Private key installation completed

[=7] Certificate Write Tool x
Read Wite Femave
Server Information
Certificate SHAZBERSA | test 02, 2026-03-17 13:16:42
Key File Size : 1216Bytes
Glient Information

Certificate 1
Certificate 2
Certificate 3
Certificate 4
Certificate §
Gertificate 6
Certificate 7
Certificate §
Certificate 9
Certiticate 10
Certificate 11
Certificate 12
Certiticate 13

8 Select [Certificate] under [Server] and click [Write].

'__{ Certificate Write Tool

COM14 ~ Dizconnect HELF
= « e

Server Information

Certificate SHA2BERSA | test 02, 2026-03-17 13:16:42

Key File Size : 1216Byies

Client Information

Certificate 3
Certificate 4
Certificate b
Certificate
Gertificate ¥
Certificate §
Certificate 9
Certificate 10
Certificate 11
Certificate 12
Certificate 13

70, select the server certificate file to be installed.

EE EFDE ES PR
5] RemotelO.crt 2025/02/20 15:4H a7 EERS 1 KB
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71 Client installation completed.

Certificate 2
Certificate 3
Certificate ¢
Certificate §
Certificate §
Certificate 7
Certificate §
Certificate 9
Certificate 10
Certificate 11
Certificate 12
Certificate 13

=7| Certificate Write Tool X
COm14 b Dizconnect HELP
Read ik ite Remaove

Server Information

Certificate SHAZBERSA | test_02, 2026-05-17 1521642

ey File Size : 1216Bytes

Client Information

Certificate 1 SHA2BGERSA | sumple , 2026-02-26 143301

A

® Refer to each client software for the installing client certificate.
® A maximum of 13 client certificates can be registered.
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4. ERROR DESCRIPTIONS
4.1. Troubleshooting

4.1.1.

The list of errors is as follows:

Problem

Certificate generation
failed.

Cause

Required fields have not been
entered.

Certificate Generate Tool

Solution

Enter the needed information

Prohibited characters are being
used in the input field.

Do not use prohibited characters when
entering password.

Prohibited characters: ¥, /, :, *, ?,”, <,
> |

The number of characters in the
input field is outside the limit.

Follow the message and change the
number of characters.

The entered value is outside the
validity period.

Enter a value within the validity period.
Validity period: 1 to 7300 days

4.1.2. Certificate Write Tool

The list of errors is as follows:

Problem

Cannot connect to
OPC UA device unit

Cause

The specified port does not exist

Solution

Check the port currently connected and
select the correct one

Cannot upload the
certificate/private key

There is no certificate/private
key to be uploaded in the target
index

Check the specified index.

Failed to install the
certificate/private key

The file extension selected
when installing is different

The file may be incorrect or corrupted.
The available extensions for each file
are as follows:

Certificate: ".crt", “.cer”, “.der”
Private key: ".key"

Communication was lost before
installation was completed.

If communication is lost during
installing, turn the power of the OPC UA
device unit off and on again they retry
the installation.
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